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az account Manage Azure subscription information. az acr Manage private registries with Azure Container Registries. az ad Manage Azure Active Directory Graph entities needed for Role Based Access Control. az advisor Manage Azure Advisor. az aks Manage Azure Kubernetes Services. az apim Manage Azure API Management services. az appconfig
Manage App Configurations. az appservice Manage App Service plans. az aro Manage Azure Red Hat OpenShift clusters. az artifacts Manage Azure Artifacts. az backup Manage Azure Backups. az batch Manage Azure Batch. az boards Manage Azure Boards. az cache Commands to manage CLI objects cached using the --defer argument. az cloud
Manage registered Azure clouds. az cognitiveservices Manage Azure Cognitive Services accounts. az config Manage Azure CLI configuration. az configure Manage Azure CLI configuration. This command is interactive. az cosmosdb Manage Azure Cosmos DB database accounts. az deployment Manage Azure Resource Manager template deployment at
subscription scope. az deployment-scripts Manage deployment scripts at subscription or resource group scope. az deploymentmanager Create and manage rollouts for your service. az devops Manage Azure DevOps organization level operations. az disk Manage Azure Managed Disks. az disk-access Manage disk access resources. az disk-encryption-set
Disk Encryption Set resource. az eventhubs Manage Azure Event Hubs namespaces, eventhubs, consumergroups and geo recovery configurations - Alias. az extension Manage and update CLI extensions. az feature Manage resource provider features. az feedback Send feedback to the Azure CLI Team! az find I'm an AI robot, my advice is based on our
Azure documentation as well as the usage patterns of Azure CLI and Azure ARM users. Using me improves Azure products and documentation. az functionapp Manage function apps. To install the Azure Functions Core tools see . az group Manage resource groups and template deployments. az hdinsight Manage HDInsight resources. az image
Manage custom virtual machine images. az iot Manage Internet of Things (IoT) assets. az keyvault Manage KeyVault keys, secrets, and certificates. az kusto Manage Azure Kusto resources. az local-context Manage Local Context. az lock Manage Azure locks. az login Log in to Azure. az logout Log out to remove access to Azure subscriptions. az
managedservices Manage the registration assignments and definitions in Azure. az monitor Manage the Azure Monitor Service. az mysql Manage Azure Database for MySQL servers. az netappfiles Manage Azure NetApp Files (ANF) Resources. az network Manage Azure Network resources. az openshift Manage Azure Red Hat OpenShift Services. az
pipelines Manage Azure Pipelines. az policy Manage resource policies. az postgres Manage Azure Database for PostgreSQL servers. az ppg Manage Proximity Placement Groups. az provider Manage resource providers. az redis Manage dedicated Redis caches for your Azure applications. az relay Manage Azure Relay Service namespaces, WCF relays,
hybrid connections, and rules. az repos Manage Azure Repos. az resource Manage Azure resources. az rest Invoke a custom request. az role Manage user roles for access control with Azure Active Directory and service principals. az search Manage Azure Search services, admin keys and query keys. az security Manage your security posture with
Azure Security Center. az self-test Runs a self-test of the CLI. az servicebus Manage Azure Service Bus namespaces, queues, topics, subscriptions, rules and geo-disaster recovery configuration alias. az sf Manage and administer Azure Service Fabric clusters. az signalr Manage Azure SignalR Service. az snapshot Manage point-in-time copies of
managed disks, native blobs, or other snapshots. az sql Manage Azure SQL Databases and Data Warehouses. az staticwebapp Manage static apps. az storage Manage Azure Cloud Storage resources. az synapse Manage and operate Synapse Workspace, Spark Pool, SQL Pool. az tag Tag Management on a resource. az upgrade Upgrade Azure CLI and
extensions. az version Show the versions of Azure CLI modules and extensions in JSON format by default or format configured by --output. az vin Manage Linux or Windows virtual machines. az vimss Manage groupings of virtual machines in an Azure Virtual Machine Scale Set (VMSS). az webapp Manage web apps. Manage Azure CLI configuration.
This command is interactive. az configure [--defaults] [--list-defaults {false, true}] [--scope {global, local}] Examples Set default resource group, webapp and VM names. az configure --defaults group=myRG web=myweb vm=myvm Clear default webapp and VM names. az configure --defaults vim="' web="' Optional Parameters --defaults -d --list-
defaults -1 --scope Global Parameters Send feedback to the Azure CLI Team! az feedback Global Parameters I'm an Al robot, my advice is based on our Azure documentation as well as the usage patterns of Azure CLI and Azure ARM users. Using me improves Azure products and documentation. az find [] Examples Give me any Azure CLI group and I'll
show the most popular commands within the group. az find "az storage" Give me any Azure CLI command and I'll show the most popular parameters and subcommands. az find "az monitor activity-log list" You can also enter a search term, and I'll try to help find the best commands. az find "arm template" Optional Parameters Global Parameters Log
in to Azure. az login [--allow-no-subscriptions] [--identity] [--password] [--service-principal] [--tenant] [--use-cert-sn-issuer] [--use-device-code] [--username] Log in interactively. az login Log in with user name and password. This doesn't work with Microsoft accounts or accounts that have two-factor authentication enabled. Use -p=secret if the first
character of the password is '-'. az login -u johndoe@contoso.com -p VerySecret Log in with a service principal using client secret. Use -p=secret if the first character of the password is '-'. az login --service-principal -u -p VerySecret --tenant contoso.onmicrosoft.com Log in with a service principal using client certificate. az login --service-principal -u -p
~/mycertfile.pem --tenant contoso.onmicrosoft.com Log in using a VM's system assigned identity az login --identity Log in using a VM's user assigned identity. Client or object ids of the service identity also work az login --identity -u /subscriptions//resourcegroups/myRG/providers/Microsoft.ManagedIdentity/userAssignedIdentities/myID --allow-no-
subscriptions --identity -i --password -p --service-principal --tenant -t --use-cert-sn-issuer --use-device-code --username -u Global Parameters Log out to remove access to Azure subscriptions. az logout [--username] Optional Parameters --username Global Parameters az rest Invoke a custom request. This command automatically authenticates using the
logged-in credential: If Authorization header is not set, it attaches header Authorization: Bearer , where is retrieved from AAD. The target resource of the token is derived from --url if --url starts with an endpoint from az cloud show --query endpoints. You may also use --resource for a custom resource. If Content-Type header is not set and --body is a
valid JSON string, Content-Type header will default to application/json. az rest --uri [--body] [--headers] [--method {delete, get, head, options, patch, post, put}] [--output-file] [--resource] [--skip-authorization-header] [--subscription] [--uri-parameters] Examples Get Audit log through Microsoft Graph az rest --method get --url Update a Azure Active
Directory Graph User's display name az rest --method patch --url " azuresdkteam.onmicrosoft.com" --body "{\"displayName\": \"jondoe2\"}" Get a virtual machine az rest --method get --uri /subscriptions/{subscriptionld}/resourceGroups/{resourceGroupName }/providers/Microsoft.Compute/virtualMachines/{vmName } ?api-version=2019-03-01 Create a
public IP address from body.json file az rest --method put --url subscriptionld}/resourceGroups/{resourceGroupName }/providers/Microsoft.Network/publiclPAddresses/{publicIpAddressName} ?api-version=2019-09-01 --body @body.json List the top three resources (Bash) az rest --method get --url subscriptionld}/resources?api-version=2019-07-01 --
url-parameters \$top=3 Required Parameters --uri --url -u --body -b --headers --method -m --output-file --resource --skip-authorization-header --subscription --uri-parameters --url-parameters Global Parameters az self-test Runs a self-test of the CLI. az self-test [--subscription] Optional Parameters --subscription Global Parameters az upgrade Upgrade
Azure CLI and extensions. az upgrade [--all {false, true}] [--subscription] [--yes] Optional Parameters --all --subscription --yes -y Global Parameters az version Show the versions of Azure CLI modules and extensions in JSON format by default or format configured by --output. az version [--subscription] Optional Parameters --subscription Global
Parameters A Jenkins plugin to use Azure CLI for managing Azure resources. The advantage of this plugin that it let's you export the CLI result from each command to environment variables and to the next command. How to Install You can install/update this plugin in Jenkins update center (Manage Jenkins -> Manage Plugins, search Azure CLI
Plugin). You can also manually install the plugin if you want to try the latest feature before it's officially released. To manually install the plugin: Clone the repo and build: mvn package Open your Jenkins dashboard, go to Manage Jenkins -> Manage Plugins. Go to Advanced tab, under Upload Plugin section, click Choose File. Select azure-

cli.hpi in target folder of your repo, click Upload. Restart your Jenkins instance after install is completed. Deploy & Manage Azure Resources Prerequisites To use this plugin, first you need to have an Azure Service Principal in your Jenkins instance. Create an Azure Service Principal through Azure CLI or Azure portal. Open Jenkins dashboard, go to
Credentials, add a new Microsoft Azure Service Principal with the credential information you just created. Install Azure CLI in the Jenkins Host How to use Select Azure CLI Plugin in the Build Steps. Select the Azure Service Principal Type a command such as az vin create -n MyLinuxVM -g MyResourceGroup --image UbuntuL TS --data-disk-sizes-gb 10
20 You can also use environment variables: az vin create -n ${VM_NAME} -g MyResourceGroup --image UbuntulL.TS --data-disk-sizes-gb 10 20 Export output as environment variables The CLI command output is JSON based: Output: { "fqdns": "", "id": "/subscriptions/some-
guid/resourceGroups/MyResourceGroup/providers/Microsoft.Compute/virtualMachines/MyLinuxVM", "location": "northeurope", "macAddress": "00-0D-AA-AA-AA-AA", "powerState": "VM running", "privatelpAddress": "10.0.0.4", "publicIpAddress": "52.178.0.0", "properties": { "provisioningState": "Succeeded" }, "resourceGroup": "MyResourceGroup"
} If you want to export a property to an environment variable that you can use in other build steps, define the parameters in the "advanced" section: /publicIpAddress|PUBLIC IP The '/publicIpAddress' is the path in the JSON and the 'PUBLIC IP'is the environment variable that will be created. Nested property: /properties/provisioningState|STATE
Multiple environment variables: /publiclpAddress|PUBLIC IP , /properties/provisioningState|STATE {height="400"} Deploy using Pipeline You can also use this plugin in pipeline (Jenkinsfile). Here are some samples to use the plugin in pipeline script: To create a new resource group and provision a new VM: azureCLI commands:
[[exportVariablesString: ', script: 'az group create -n MyResourceGroup --location northeurope'], [exportVariablesString: '/publicIpAddress|PUBLIC_IP', script: 'az vin create -n MyLinuxVM -g MyResourceGroup --image UbuntulTS --data-disk-sizes-gb 10 20']], principalCredentialld: "' For advanced options, you can use Jenkins Pipeline Syntax tool to
generate a sample script. Deploy using Job DSL You can also use this plugin with using the Jobs DSL. For example: To create a linux VM using the CLI: job('AzCommand') { steps { azCommands('servicePrincipalld’, ['az v create -n MyLinuxVM -g MyResourceGroup --image Ubuntul. TS --data-disk-sizes-gb 10 20 && /publicIpAddress|PUBLIC IP']) } }
Changelog Version 0.9 (2018-6-28) Fixed runtime exec in Linux Version 0.8 (2018-6-19) Version 0.7 (2018-6-4) Disabled print login command Version 0.6 (2017-11-3) Fixed pipeline with exported environment variables support Version 0.5 (2017-9-8) Version 0.4 (2017-8-20) Version 0.2 (2017-8-17) Version 0.1 (2017-8-16) Initial release Support Azure
CLI 2.0 Support export environment variable from each command output Deploy using Job DSL
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